A Message From OJJDP
Children have embraced the Internet with remarkable alacrity, as they go online to learn, play, and communicate with their friends. The Internet clearly influences how a growing number of children discover and interact with the world around them.
Unfortunately, cyberspace is not always a safe place for youngsters to visit. Some sex offenders use the privacy and anonymity of the Internet to prey on vulnerable children and teenagers, whose Internet access is often unsupervised. In exchanging child pornography or seeking victims online, sex offenders may face little risk of interdiction of their criminal activities.
To combat computer-facilitated sex crimes, the Office of Juvenile Justice and Delinquency Prevention funds the Internet Crimes Against Children (ICAC) Task Force Program, which protects children in cyberspace.
Although apprehending sex offenders who use the Internet to facilitate their crimes presents significant challenges, the ICAC Program can help State and local law enforcement agencies to develop an effective response to online enticement and child pornography cases. Included in this response are community education, forensic, investigative, and victim service components.
We encourage parents, policymakers, and practitioners to use the information provided by this Bulletin to help create an Internet environment in which children can safely play, learn, and grow.
or research online. A United Kingdom survey (NOP Research Group, Internet Surveys, United Kingdom, June 24, 1999) found that teenagers and children hold Internet users in high social esteem. Both youth who used the Internet and those who did not described Internet users as "clever," "friendly," "cool," and "trendy." Given the growing reliance on the Internet for commerce, information, and personal fulfillment, it will probably continue to be an important factor in how children learn and grow. Indeed, some educators believe that children who become familiar with online technology while growing up will lead fuller lives and compete more successfully for careers in the Information Age.
A more sinister aspect of Gibson's premise has alarming implications for parents, educators, and law enforcement. Gibson's concept of cyberspace contains dark corners and back alleys where criminal activity flourishes and electronic actions can entail physical repercussions. In the Internet of today, the electronic actions of the unwary and vulnerable can lead to stalking, theft, and other malicious or criminal actions. In the worst instances, children and teenagers can become victims of molestation by providing personal information and developing relationships with offenders who lure them from their homes for sexual purposes.
Protecting Children in Cyberspace: The ICAC Task Force Program by Michael Medaris and Cathy Girouard
With remarkable foresight, William Gibson, in his 1984 novel Neuromancer, predicted that society's increasing reliance on computers and information technology would create an electronic virtual universe that he called Cyberspace. Seventeen years later, cyberspace has become much more than a premise in a science fiction novel-it is the equivalent of a gold-rush boomtown. Every second, six new people sign on to the Internet, which, with astonishing speed, has become commonplace in daily life and increasingly vital to learning and communication.
Not surprisingly, youth constitute one of the fastest growing Internet populations. In cyberspace, young people are a mouseclick away from exploring America's greatest museums, libraries, and universities. Encouraged by parents and teachers to take advantage of the Internet's incredible educational and recreational opportunities, nearly 30 million children and youth go online each year to research homework assignments and to learn about the world they live in. Youth also use the Internet to play games and meet friends. According to a survey conducted by Family PC Magazine (Johnson, 2001) , youth ages 12-17 are spending a substantial amount of time on the Internet: 66 percent spend 1-5 hours each week surfing the Web, 79 percent spend 1-5 hours e-mailing, and 75 percent spend 1-5 hours doing homework
Incidence Rates of Sexual Offending Involving Contact Crimes
In 1990, the Federal Bureau of Prisons established the Sex Offender Treatment Program (SOTP) at the Federal Correctional Institution in Butner, NC. This voluntary program, in which participants do not receive special privileges or reductions in their sentences, uses a variety of cognitive-behavioral and relapse prevention techniques for male sex offenders, of whom the majority are Internet offenders.
In the interest of examining incidence rates of sexual offending involving contact crimes (e.g., child sexual abuse, rape), the Federal Bureau of Prisons conducted a study of participants in the SOTP program, including inmates who were convicted of offenses involving child pornography but who had not been convicted of sexual contact offenses. Inmates were classified into three categories, depending on their offense:
x Child Pornographer/Traveler: 62 inmates convicted of an array of child pornography offenses, including the luring of a child and traveling across State lines with the intention of committing child sexual abuse.
x Contact Sex Offender: 24 inmates convicted of sexual molestation, abuse, or assault of a child or an adult.
x Other: Four inmates convicted of nonsexual crimes, such as bank robbery or drug trafficking.
Information from Presentence Investigation (PSI) Reports was examined and data were extracted on the documented number of sexual contact crimes the perpetrator was known to have committed before entering SOTP. Additional information was gathered on the number of offenses involving any type of sexual contact crime against a child or adult that the perpetrators subsequently self-reported over the course of participation in SOTP but that were not documented in PSIs. Although the study revealed that all three groups disclosed sexual contact offenses in addition to those documented in their PSIs, further examination of the data unexpectedly revealed that after participation in the program, inmates in the Child Pornographer/Traveler and Other groups disclosed an inordinate number of previously undocumented sexual contact offenses involving children and adults. 
Background
Large numbers of young people are encountering unwanted sexual solicitations that, in the most serious cases, involve being targeted by offenders seeking children for sex. Research conducted by the University of New Hampshire and the National Center for Missing and Exploited Children (NCMEC) disclosed that one in five children ages 10-17 received a sexual solicitation over the Internet in the past year (Finkelhor, Mitchell, and Wolak, 2000) . One in thirty-three received an aggressive solicitation-that is, the solicitor asked to meet them somewhere, called them on the telephone, or sent them regular mail, money, or gifts.
Unfortunately, the Internet is a nearly perfect medium for offenders seeking children for sex. It provides privacy, anonymity, and a virtually unlimited pool of unsupervised children and teenagers who may be susceptible to manipulation. Cloaked in the anonymity of cyberspace, sex offenders can capitalize on the natural curiosity of children, seeking victims with little risk of interdiction. These offenders no longer need to lurk in parks and malls. Instead, they roam from chatroom to chatroom looking for vulnerable, susceptible children.
Today's Internet is also rapidly becoming the marketplace for offenders seeking to acquire material for their child pornography collections. More insidious than the exchange of sexually explicit material among adults, child pornography often depicts the sexual assault of a child and is often used by child molesters to recruit, seduce, and control their victims. Although not all molesters collect pornography and not all child pornography collectors molest children, significant consensus exists among law enforcement officers about the role pornography plays in recruiting and controlling new victims. Pornography is used to break down inhibitions and validate sex between children and adults as normal, and it enables the
The debate about the role child pornography plays in triggering actual victimization continues. Many in the law enforcement community believe that the validation and nearly constant stimulation afforded to sex offenders by the Internet put minors at greater risk for sexual exploitation. By creating a demand for new material, the Internet also creates a demand for more victims, and it may cause some individuals regarding the sexual exploitation of children (see figure 2, page 5). Currently, more than 9 out of 10 reports to NCMEC are entered online at www.cybertipline.com, where specially trained analysts review and verify the information prior to forwarding it to the appropriate law enforcement agency. 
The Internet Crimes Against Children Task Force Program
The increasing number of children and teenagers using the Internet, the proliferation of child pornography, and the heightened activity by predators searching for unsupervised contact with underage victims present both a significant threat to the health and safety of young people and a formidable challenge for law enforcement. 
National Center for Missing and Exploited Children
Under a separate appropriation, NCMEC supports the ICAC Task Force Program with a wide range of activities to protect children in cyberspace. The CyberTipline, a one-stop reporting point for citizens concerned about suspicious activity on the Internet, is designed to provide pertinent lead information to Federal, State, and local law enforcement agencies for investigative followup. The CyberTipline, which began operation in March 1998, has received more than 40,000 reports
ICAC Task Force Program in Action
x A citizen contacts NCMEC's CyberTipline to report that an adult male is using the Internet to locate minors for sex. CyberTipline analysts forward the information to ICAC Task Force officers, who begin an inquiry into the subject's online activities. The subject forwards nude photographs as he schedules a meeting with the undercover officers. Upon arresting the offender, the officers learn that he had previously victimized four children who were ages 8-11.
x A middle-aged male sends child pornographic photos and a video to an undercover officer posing as a 13-year-old boy. He invites the "boy" to his house to watch some other child pornographic videos and later admits his sexual intent. A search of his home reveals more than 1,000 pornographic videotapes (many of them containing child pornography), hundreds of photographs of child pornography, and numerous magazines and calendars depicting children in sexually explicit positions.
x Task Force members execute a search warrant at the residence of a registered sex offender and seize his computer. An examination of the computer locates three additional victims living more than 2,500 miles away whom the suspect had abused for years.
x A Task Force undercover operation results in the arrest of a middle-aged man after he drives nearly 1,000 miles to meet a 14-year-old girl for sex. Following his arrest, the officers seize an axe handle, shovel, and several gallons of gasoline from the trunk of his car. The suspect's house includes a dungeon outfitted with torture instruments and an extensive collection of serial killer videotapes.
x Parents notify Task Force investigators of their concerns about a chatroom relationship their 14-year-old son has developed with a stranger. Officers assume the boy's online identity and, within 2 days, the suspect makes arrangements for a sexual encounter with the boy. and specialized equipment and encourages agencies to adopt multidisciplinary and multiagency responses to conduct prevention and enforcement activities.
Investigative Satellite Initiative
To enhance the geographical impact of the ICAC Task Force Program, OJJDP recently created the Investigative Satellite Initiative (ISI). Under ISI, agencies lacking sufficient personnel resources to commit to forming full-time task forces can still receive funding to acquire specialized equipment and training. To participate in this program, agencies must meet the following criteria:
x Be a State or local law enforcement agency. 
ICAC Task Force Board of Directors
Activities of the regional task forces and investigative satellites are coordinated by the ICAC Task Force Board of Directors. Composed of law enforcement managers and prosecutors appointed by agencies participating in the regional task force program, the Board meets quarterly and plays a very important role in reviewing enforcement proposals, formulating policy recommendations, and assessing training and technical assistance needs for OJJDP. The Federal Bureau of Investigation (FBI), U.S. Customs Service, U.S. Postal Inspection Service, and NCMEC serve as technical advisors, and the U.S. Department of Justice, Criminal Division, Child Exploitation and Obscenity Section (CEOS) provides counsel as legal advisor.
ICAC Task Force Training and Technical Assistance Program
SEARCH Group, Inc., of Sacramento, CA, conducts a wide range of training and technical assistance activities for OJJDP that build on the NCMEC PCO curriculum.
Using a mobile computer laboratory, SEARCH Group, Inc., offers the Investigation of Online Child Exploitation course on a regional basis throughout the country. Featuring a hands-on training environment, this week-long course provides frontline personnel with information about advanced investigative strategies for responding to child pornography and cyberenticement cases. As of summer 2001, SEARCH Group, Inc., also offers Media Management, a course that is designed to enable investigators to pinpoint the location of evidence on electronic media.
Challenges of Cyberspace Policing
Over the past 2 years, agencies participating in the ICAC Task x Served 627 search warrants and 1,338 subpoenas. x Conducted forensic examinations of more than 1,500 computers for task force investigations and other law enforcement agencies. x Provided direct investigative assistance in more than 1,000 cases at the request of other law enforcement agencies. x Provided advice in 1,622 instances to other law enforcement agencies. x Provided training for more than 1,443 prosecutors and 12,500 law enforcement officers. x Reached thousands of children, teenagers, parents, educators, and other individuals through publications, presentations, and public service announcements about safe Internet practices for young people.
Based on these statistics and the experience of administering the ICAC Task Force Program over the past 2 years, OJJDP makes the following observations:
x Although awareness appears to be growing, many children, teenagers, and parents are not sufficiently informed about the dangers and possible repercussions of releasing personal information to or agreeing to meet individuals encountered online. In one instance, it took just 45 minutes for a task force officer (posing as a teenager) to arrange a meeting with a 13-year-old girl living in his jurisdiction. She returned home after the officer spoke with her and her parents about safe online practices. 
Conclusion
If children are to thrive in today's world and compete in tomorrow's workplace, they must be able to safely play, learn, and grow in cyberspace. Challenges exist, but the work of the ICAC Task Force Program and its Federal agency partners is a vital step in protecting children in the Information Age. , is a nonprofit organization dedicated to improving the criminal justice system through better information management and the effective application of information and identification technology. Located in Sacramento, CA, SEARCH Group, Inc., offers several training courses to assist law enforcement officers to effectively respond to online crimes against children.
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